Activity Explorer

Review activity related to content that contains sensitive info or has
labels applied, such as what labels were changed, files were modified,
and more. Label activity is monitored across Exchange, SharePoint,
OneDrive, and endpoint devices.
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(@ To use this feature, turn on auditing so we can start recording user and admin activity in your organization. When
I (D Data classification you turn this on, activity will be recorded to the audit log and available to view in a report. Learn what permissions
are needed.

£° Data connectors Turn on auditing

A Alerts Review activity related to content that contains sensitive info or has labels applied, such as what labels
were changed, files were modified, and more. Label activity is monitored across Exchange, SharePoint,
OneDrive, and endpoint devices. Support for more locations is coming soon. Learn more
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Please wait a moment while we update your organization settings...
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Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label activity is monitored across Exchange, SharePoint,
OneDrive, and endpoint devices. Support for more locations is coming soon. Learn more

Filter X Clearall 57 Filters

Date: 12/16/2020-12/23/2020 >  Activity: Any ™  Location: Any ~  User: meganb < Sensitivity label: Any >  Enforcement mode: Block X

4 Export 10f 77 selected [T Customize columns
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This view allows you to see at a glance all the different file activity that’s related to files that contain
sensitive information such as a sensitive information type or a file that has a sensitivity label applied to it.
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Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label activity is monitored across Exchange, SharePoint,
OneDrive, and endpoint devices. Support for more locations is coming soon. Learn more

Filter X Clearall Y/ Filters

Date: 12/16/2020-12/23/2020 ™ Activity: Any ™  Location: Any V'  lUser meaanb X

Sensitivity label: Anv VvV Fnforcomeont mndti: Block X
12/23/2020

L Export File copied to clipboard 28 10f 77 selected (T3 Customize columns
When you hover over the bar graphs shown here its . o o
e going to give you a summary of activities. Flle cop'ed to removable med'a 14
File printed 6
File copied to cloud 5
“ File accessed by unallowed app 2
20
? 12721 12722
M File copied to dlipboard M File copied to removable media Ml File printed Il File copied tocloud M File accessed by unallowed app




Data classification

Overview Trainable classifiers  Sensitive info types  Exact data matches  Content explorer  Act

Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed,
OneDrive, and endpoint devices. Support for more locations is coming soon. Learn more

Filter
Date: 12/16/2020-12/23/2020 Activity: Any VvV Location: Any VvV User: meganb X Sensitiv
N Export
If you select any activity a detailed report of that activity will open up as you can see on the right
Activity File Location

@ File copied to removable media C:\Users\MeganBowen\Desktop\Project Falcon Sensitive Info Type.... Endpointt

File accessed by unallowed app C:\Users\MeganBowen\Desktop\Project Falcon.docx Endpoint ¢
File copied to removable media C:\Users\MeganBowen\Desktop\Project Falcon.docx Endpoint ¢
File copied to removable media C:\Users\MeganBowen\Desktop\Project Falcon.docx Endpoint ¢
File copied to removable media C:\Users\MeganBowen\Desktop\Project Falcon.docx Endpoint ¢
File copied to removable media C:\Users\MeganBowen\Desktop\Project Falcon.docx Endpoint ¢
File copied to removable media C:\Users\MeganBowen\Desktop\Project Falcon.docx Endpoint ¢

File copied to removable media

Activity details
Activity
File copied to removable media

Client IP
76.167.174.18

Label event type
None

Target file path
D:\Project Falcon Sensitive Info Type.docx

About this item
File
Project Falcon Sensitive Info Type.docx

File extension
docx

Sensitivity label
General

DLP policy
Project Falcon Label

Shat

Happened
Dec 23, 2020 4:36 PM

How applied
None

Enforcement mode
Block

Target printer name

User
MeganB@M365x248189.0nMicrosoft.com

File size
12 KB

Sensitive info type
Project Falcon

DLP rule
Project Falcon Label

50cf034adb442a401¢3734d880184dd91415d6¢c4

Sha256

30f954c6214bc936c29abcead8877adb59cc70a79fedd785b010ac63c21976f3
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